Up near the clouds

all the servers (can) go down
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Il "vecchio" internet
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La rivoluzione cloud
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Il cloud computing

Risorse IT fornite via internet on-demand
con pricing pay-as-you-go
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Cosa cambia?
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L3 sicurezza nel mondo cloud

CUSTOMER DATA

CUSTO M ER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR

model |O d i SECURITY ‘IN’' THE CLOUD
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responsabilita ENCRYPTION & DATAINTEGRITY | SERVERSIDEENCRYPTION | poore o ey cavprion,

AUTHENTICATION {FILE S (STEMAND/OR DATA) INTEGRITY, IDENTITY)

condivisa SOFTWARE

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

AWS DATABASE

RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTURE

SECURITY ‘OF’ THE CLOUD

AVAILABILITY ZONES EDGE LOCATIONS




Invention requires two things:
the ability to try a lot of experiments,
and not having to live with
the collateral damage of failed experiments

Andy Jassy, CEO @ Amazon Web Services



Quindi il cloud computing
e |la soluzione definitiva?



Networking

Cloud Computing
\
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Scaling delle risorse computazionali
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Desired Capacity
Amazon EC2 * it

Cosa succede quando il fabbisogno scende?



Simple Storage Service

Best practices:
- Bucket Policy

- Access Control List

Realta:

Amazon S3

- Configurazioni non sicure

Verizon\/ 14 milioni di utenti esposti



Key Management

Customer master key
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Encryption Plaintext data key
algorithm
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Encrypted data key

Realta:

Configurazioni non sicure
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ONE DOES NOT SIMBLY:
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"GO 0 'I'IIE CLOUD™

Grazie per |'attenzione!

Luca Pezzolla/ me@lucapezzolla.com < }‘ >
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